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Use Case Overview

Test Facility
(Performs COVID-1g tests)

$=
Laboratory
(Performs COVID-19

diagnosis)

——
Facilities will request the person to identify with a legal identity
document, an identity card, driver's license or a passport, to

prove their identity, and citizenship.

Sw

Person Healthcare
(who wants to enter a

:

Healthcare Facility) Provider
Organization

(Requires test for access)

Communicates [) Requests to enter

COVID-19 Ex
the facility B50

diagnosis Boo

* Within Healthcare, persons are identified with their citizen service number Every Healthcare Provider

Process of testing and diagnosing is not changed due to the introduction of

the unlock-app
Organization specifies the door

policy for its facilities.
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Architectural Roles (Not modelling facilitator roles here, like Stewards,

Hosting Providers and Agencies

Test Facility
(Performs COVID-1g tests)

||

Person

(who wants to enter a

Healthcare Facility)
Verifiable

Credential

Laboratory
(Performs COVID-19

diagnosis)

a

Healthcare

Provider

~~ Organization
(Requires test for access))

Verifiable 4 ® Verifiable

Credential -= Presentation oo2
ooo

[]

Governance Organization
(Identifies & authorizes Test Labs and Host Orgs, maintains credential schemas)
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Data Controllers and Processors
App Provider

unlock app

Agency (Engaged by the App Provider)

a
Cloud Agent
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MVP Arch itectu re Legend: =Type of verifiable credential Proof .... =Type ofverifiable presentation

@=Wallet, key store and encrypted storage of verifiable credentials

7
2. Scan with app

1. Send over email
Oodle smilie

endpoint and
connection keys

3. Set up connection

4. Request proofnegatively diagnosed COVID-19

5. Request proofauthorized verifier
.

Proof Authorized Healthcare
6. Present proof to verifier (LA

7. Present proofon diagnosis

Proof negatively i y

(®) diagnosed for COVID-29
Proof Authorized Laboratory

Verifiable Data Registry
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F nNa Arch itéctU re Legend: =Type of verifiable credential Proof .... =Type of verifiable presentation

@= Wallet, key store and encrypted storage of verifiable credentials

Span of Control App Provider

@
unlock app

\

Q

( Edge Agent Wallet

; &)

Cloud Agent

|
Verifiable Data Registry
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ONn b(0)a rd | nN g H[2O Legend: (2) reof verifiable credential Proof .... =Type of verifiable presentation

@=Wallet, key store and encrypted storage of verifiable credentials

Government Organization

2. Set up connection

Manual i 3. Request as Verifier

validation process

4. Request confirmation

Dashboard
:

5. Send confirmation email

6. Send credential

Authorized Healthcare

/

Provider Organization

] Verifiable Data Registry
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OnbOod rd ng Ld b Legend: =Type of verifiable credential Proof .... =Type of verifiable presentation

@®= Wallet, key store and encrypted storage of verifiable credentials

Spanof Control

1. Request as Issuer

2. Request confirmation

3. Send confirmation email

4. Send credential

|
“

Authorized Laboratory

Verifiable Data Registry
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Reg <trat 0Nn PersoNn Legend: =Type ofverifiable credential Proof .... =Type of verifiable presentation

@=Wallet, key store and encrypted storage of verifiable credentials

Span of Control Public Health Service Span of Control Person

Lab dashboard

ERE ;

1. Scan with app

[=] «+

<+ === 2.Set up connection ===

@
Test Facility app Edge Edge

PingWallet — Agent unlock app

(@) Agent
3. Access claim to receive | ST Access Token

9 (a)
Wallet |

festrennts
Cloud Agent 4 Wallet
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| SS U | Nn g Legend: =Type of verifiable credential Proof .... =Type of verifiable presentation

®=Wallet, key store and encrypted storage ofverifiable credentials

Span of Control Person

1. Notify

2. Set up connection (issuer

initiating when credential is r

®available in Lab dashboard)
" Edge

Bb unlock a

ole 3. Request diagnosis Agent (a)
PP

4. Send credential Cloud Agent ®)PraofAcsess Token

a 4 Wallet

@) cov diagnosis

|
I Verifiable Data Registry ]



VeI |fy | nN g Legend: ®=Type of verifiable credential Proof .... =Type of verifiable presentation

@®=Wallet, key store and encrypted storage of verifiable credentials

Span of Control Person

BR
1. Scan with app

—

(a) 2. Set up connection

Agency@ Edge
unlock app r 3

&

+

3. Request proofnegatively diagnosed
C

w= 4. Request proofauthorized verifier

®)
;

Proof Authorized

Q
“= 5. Present proofon verifier —&)Healthcare Provider

. 3 Organization
Wallet | ~7 6. Presentproofon diagnosis

Proof negatively diagnosed for

| (®) COVID-19

Verifiable Data Registry
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Verifiable Credentials

Authorized Healthcare Provider Organization=

od Authorized Laboratory

Access Token

COVID-19 diagnosis&

ow
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Verifiable Presentations

1. Proof Authorized Healthcare Provider Organization

2. Proof Authorized Laboratory

Proof Access Token

Proof negatively diagnosed for COVID-19ow
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